[TonuTtuka nHpopmaumnoHHon 6e3onacHoOCTn

Monutnka nHdopmMaumoHHoM 6e3onacHoCcTh Npu paboTe ¢ NepcoHarbHbIMU JAHHBIMU B
BonrogoHckom chmnmnane rocyaapCTBeHHOro GHOAXKETHOro yupexaeHusi PoctoBckon obnactu
«OHKONOrMYECKNn ancnaHcep»

Onpegenexus
B HacTosileM OokyMeHTe UCMONb3YTCs crieayloLlmne TePMUHbBI U UX onpeaeneHust.

ABTOMaTU3MpPOBaHHAA CUCTEMA — CUCTEMA, COCTOSALLASA 13 NepcoHana v KoMmrrekca cpeicTs
aBToOMaTM3aunn ero eaTernbHOCTH, peannayoLlas MHOOPMALMOHHYH TEXHOMOIMIO BbINOMHEHUS
YCTaHOBMNEHHbIX (PYHKLINNA.

AyTeHTuUdrKauns oTnpasnTens AaHHbIX — NOATBEPKAEHNE TOrO, YTO OTNPaBUTENb MOSYYEHHbIX
AaHHbIX COOTBETCTBYET 3asBIIEHHOMY.

BesonacHoCTb NnepcoHanbHbIX AaHHbIX — COCTOSIHUE 3aLUMLLIEHHOCTY MepCoHarnbHbIX aHHbIX,
XapakTepusyemoe cnocobHOCTLIO Nofb3oBaTenen, TeEXHUYECKUX CpeacTB Y MHAOPMAaLIMOHHbIX
TEeXHonornm obecnevnTb KOHPUAEHLMANBHOCTb, LLENOCTHOCTb M AOCTYMHOCTb NEPCOHArbHbIX
AaHHbIX Npy nX 06paboTke B MHAOPMALIMOHHBIX CUCTEMAX NEPCOHAaNbHbIX AAHHbIX.
BromeTpunyeckme nepcoHanbHble AaHHble — CBeeHNs, KOTOpbIe XapakTepuayroT uanonornyeckme
0CODEHHOCTN YenoBeka 1 Ha OCHOBE KOTOPbIX MOXHO YCTaHOBUTb €r0 JIMYHOCTb, BKMNOYas
doTorpadmm, oTneyaTku nanbLes, 06pa3s ceTyaTkun rnasa, 0COGEHHOCTU CTPOEHNS Tena v Apyryto
NogoBHY0 MHGOPMALMIO.

BrnokvnpoBaHue nepcoHanbHbIX JaHHbLIX — BpeMEHHOE npekpalleHme 06paboTky nepcoHarnbHbIX
OaHHbIX (32 UCKINOYEHNEM cny4vaes, ecnu obpaboTka Heobxoauma A5is yTOYHEHUS NePCOHarbHbIX
OaHHbIX).

Bupyc (koMnblOTEPHBIN, MPOrpaMMHbIA) — UCMONTHAEMbIV NPOrpaMMHbIN KO, UIn
NHTEpNpeTMpyeMbIi Habop MHCTPYKLMI, 0bnagarLLmin CBOMCTBAMU HECAHKLMOHUPOBAHHOMO
pacnpocTpaHeHus 1 camoBocnponssegeHns. CosgaHHble OybnmkaTsl KOMNBIOTEPHOIO BUpYCa He
BCerga coBnagarT C OPUTMHaNoM, HO COXPaHSIOT CNOCOBHOCTL K AarbHenwemMy pacnpoCcTpaHeH o
1 CaMOBOCMPOU3BEAEHNIO.

BpenoHocHas nporpamma — rporpaMma, npefHasHavdeHHas ans ocyLLecTBNeHUs
HeCaHKLUMOHMPOBAHHOMO A0CTYNa 1 (Mnv) BO3OEeNCTBUS Ha NepcoHarnbHble AaHHbIE UK pecypchbl
MH(OPMaLMOHHON CUCTEMbI MEPCOHANBbHbIX AAHHbIX.

BcnomoratenbHble TEXHUYECKME CpeacTBa U CUCTEMbI — TEXHUYECKME CPEeACTBaA U CUCTEMBI, HE
npegHasHayeHHble Ang nepegayun, o6paboTkun 1 XpaHeHUst NepCcoHanbHbIX AaHHbIX,
yCTaHaBnMBaemble COBMECTHO C TEXHUYECKUMW CPeAcTBaMu U cucTeMamu, npeaHasHavyeHHbIMU
ansa 06paboTkM NepCcoHarnbHbIX AaHHbIX UMK B MOMELLEHUSX, B KOTOPbIX YCTAHOBIEHbI
NHPOPMaLMOHHbIE CUCTEMbI NEPCOHANbHbBIX AaHHbIX.

[ocTtyn B onepaunoHHyto cpeay KomnbloTepa (MHPOPMaLMOHHOW CUCTEMbI MEPCOHANbHbIX JAHHbIX)
— Nony4yeHne BO3MOXHOCTU 3arnycka Ha BbIMOMHEHNE LUTaTHbIX KOMaHg, PyHKUUIA, npouenyp
onepaumoHHON CUCTEMBI (YHUUYTOXEHUS, KONMPOBaHWS, NepeMeLLeHns 1 T.1.), UCMOSTHAEMbIX
dannoB NpuKNagHbIX NPOrpamMm.

HocTtyn K uHbopMaLMKM — BO3MOXXHOCTb NONyyYeHnsa nHopmMaumm 1 ee NCnonb30BaHUS.
3aknago4Hoe YCTPOMCTBO — SM1EMEHT CpecTBa chbemMa MHhopMaLLMm, CKPbITHO BHEAPSEMbIN
(3aknagbiBaeMbi UM BHOCKMMbI) B MECTa BO3MOXHOMO Cbema MHopmaLmmn (B TOM Yncre B
orpaxgeHve, KOHCTpyKuuto, 0bopyaoBaHme, NpeaMeThl MHTEPbEPA, TPaHCMNOPTHbLIE CPEACTBA, a
TakKkKe B TEXHUYECKNE CPEACTBA U CUCTEMbI 00paboTkn nHbopmaumn).

3awmuiaemas uHdopmauusa — nHopMaLums, 9rsLLanca npeagMeTom co6CTBEHHOCTY 1
noanexatyas 3almte B COOTBETCTBMM C TpeboBaHNSIMU NPaBOBbIX AOKYMEHTOB Unu TpeboBaHusmu,
yCTaHaBNMBaeMbIMU COOCTBEHHUKOM MHpOPMaLIMK.

WaoeHTudumkaumns — npuceoeHne cybbektam n obbektam gocTyna ngeHtudukatopa v (Mnm)
CpaBHeHVe NpeabsaBrsemMoro naeHTnugmkaTopa ¢ nepeyHeM NPUCBOEHHbIX NAEHTUPUKATOPOB.
WHopMaTUBHLIN CUrHanm — anekTpuyeckne curHarsbl, akyCTuyeckne, areKkTpoMarHuTHble 1 apyrue
dusnyeckmne nons, No napameTpam KOTOPbIX MOXET BbITb packpbiTa KoOHUAeHUansHas
NMHopmauus (nepcoHarnbHble JaHHble) obpabaTbiBaemas B MHGOPMALMOHHOW CUCTEME
nepcoHarnbHbIX JAHHbIX.



MHbopMaLmoHHbIe TEXHONOrMK — NMPOoLLEecChl, MeTOAbI Novcka, cbopa, xpaHenns, obpaboTku,
NpeaoCTaBneHNs, pacnpocTpaHeHns MHOPMaLMn U Cnocobbl OCYLLLECTBIIEHNS] TAKMX MPOLLECCOB U
METO/OB.

MHdopmaLumoHHasa cuctema nepcoHanbHbix AaHHbIX (MCIOH) — COBOKYNHOCTL COAEKALLUXCA B
0asax gaHHbIX NepCoHarbHbIX AaHHbIX 1 0becnevmBaroLLmx Mx 06paboTKy MHOPMAaLMOHHBLIX
TEXHOMNOMMIN N TEXHNUYECKNX CPEACTB.

Vicnonb3oBaHne nepcoHarnbHbIX AaHHbIX — eNCTBUA (onepawuunm) ¢ nepcoHanbHbIMU AaHHbIMUA,
coBepLuaemMble OnepaTopoM B LIENSIX MPUHATUSA PELLUEHUI UM COBEPLUEHNS] MHbIX AENCTBUN,
NMOPOXAAMLLMX HOPUAMYECKME NOCNEACTBMSA B OTHOLLEHNN CyObeKkTa NepcoHanbHbIX aHHbLIX UK
ApYrvux nuy, NMGo nHbIM 06pa3om 3aTparmBaroLLMxX Npaesa U cBobOAblI CyObeKTa NepCcoHarbHbIX
AaHHbIX UNX OPYTUX NAL,.

McTOYHMK yrpo3bl 6e3onacHoCTU MHopMaunmn — cyobekT AoCTyna, MatepuarnbsHbIi 00BLEKT NN
durandeckoe siBneHne, ABNALLMECA NMPUUYNHON BO3HUKHOBEHMS Yrpo3bl 6€30MacHOCTU
NHopmauunu.

KoHTponupyemas 30Ha — NPOCTPaHCTBO (TEPPUTOPUS, 34aHNe, YacTb 30aHUs, MOMeELLEHNE), B
KOTOPOM UCKITFOYEHO HEKOHTPONMPYyEeMOe NpebbiBaHNe NOCTOPOHHMX MWL, a TaKkke TPaHCMOPTHbIX,
TEXHUYECKMX U UHbIX MaTepuanbHbIX CpeacTs.

KoHmaeHumansHoOCTb NepcoHarnbHbIX AaHHbIX — 06s13aTeNnbHOe Ans cobnoaeHns onepaTtopoM Unm
WNHBIM NOJSTYYMBLLMM AOCTYM K NEPCOHanbHbIM JaHHLIM NMLOM TpeboBaHWe He JonyckaTb UX
pacnpocTpaHeHne 6e3 cornacus cyobekTa nepcoHarnbHbIX AaHHbIX U HAaNN4mMs MHOTO 3aKOHHOTO
OCHOBaHMs.

MexceTeBown akpaH — nokanbHoe (0HOKOMMOHEHTHOE) NN PYyHKLMOHaNbHO-pacnpeaeneHHoe
nporpamMmmHoe (nporpaMMHo-annapaTHOe) CpeacTBO (KOMMIIEKC), peanuaytoLlee KOHTPOrb 3a
NMHpopmaumen, nocTynawLlen B MHOOPMAaLMOHHYI0 CUCTEMY NEPCOHAabHbIX AAHHbLIX U (1K)
BbIXOASALLEN N3 NHPOPMALVOHHOW CUCTEMBbI.

Hapywuntens 6e3o0nacHOCTV NepcoHanbHbIX AaHHbLIX — hr3MYeckoe NnLo, CryyamHo nnm
npegHamMmepeHHoO coBeplLuatoLlee OEeNCTBUS, CNeACTBUEM KOTOPLIX SBMSETCA HapyLleHne
©Ge3onacHOCTM NepcoHarbHbIX OaHHbIX NPU NX 06paboTke TEXHUYECKMMI cpeacTBamMu B
NHOPMALMOHHBIX CUCTEMAX NepCcoHarnbHbIX AaHHbIX.

HeaBTomaTtunampoBaHHasi 06paboTka nepcoHarbHbIX AaHHbIX — 00paboTka nepcoHarbHbIX OaHHbIX,
cogepXawmxcsi B UHOOPMaLNOHHOM CUCTEME NMEPCOHArbHbIX AAaHHbIX NMMO0 M3BMEYEHHbIX U3 Takon
CUCTEMbI, CHATAETCS OCYLLLECTBIIEHHOM 0€3 NCMOSb30BaHNA CPeACTB aBTOMaTU3aLUmm
(HeaBTOMAaTM3MPOBAHHOW), ECNN Takne AEWCTBUSA C NEPCOHaNbHbIMU aHHbIMU, Kak UCMONb30BaHNe,
YTOYHEHWE, pacnpocTpaHeHNe, YHUUTOXEHNE NEPCOHArbHbIX AaHHbIX B OTHOLLEHUW KaXaoro u3
CyOBbEKTOB NepCcoHarbHbIX AaHHbIX, OCYLLIECTBIIATCS NPU HEMOCPEACTBEHHOM y4acTMKN YeroBEKa.
HepneknapnpoBaHHble BO3MOXHOCTU — (hyHKLIMOHA bHbLIE BO3MOXXHOCTU CPEACTB BbIYUCIIUTENLHON
TEXHUKN, HE OMUCaHHbIE UM HE COOTBETCTBYOLLNE OMUCAHHBIM B AOKYMEHTALNN, NPU
NCMNONb30BaHNN KOTOPbIX BO3MOXHO HapyLLeHNe KOHbUAEHUNANbHOCTU, AOCTYMHOCTM UMK
LeNnoCcTHOCTM 0bpabaTbiBaeMor UHpopmMaLmn.

HecaHKUMOHMPOBaHHbIV AOCTYN (HECaHKLUMOHMPOBAHHbIE ENCTBUSA) — AOCTYM K MH(OPMAaLUY UK
AEeNCTBUSA C MHGOPMaLMEN, HapyLLaloLLMe NpaBuia pasrpaHnyeHnst 4OCTyna ¢ UCNOoSIb30BaHMEM
LUTATHbIX CPEACTB, NPeAoCcTaBNAeMbIX MHPOPMALMOHHBIMU CUCTEMAMU NEPCOHANbHbIX JaHHbIX.
Hocutenb nHcdopmaunm — domsmyeckoe NULO UM MatepuarnbHbii OObEKT, B TOM vncne dpusndeckoe
rone, B KOTOPOM MHAOPMAaLMS HAXOAUT CBOE OTPaXkeHue B BuAe CUMMBOIIOB, 06pa3oB, curHanos,
TEXHUYECKMX PELLEHUIN N NPOLIECCOB, KONMMYECTBEHHbIX XapakTEPUCTUK (DUINYECKMUX BEMNYMH.
O6e3nnymBaHne NepcoHanbHbIX AaHHbIX — JENCTBUS, B pe3yrbTaTe KOTOPbIX CTaHOBUTCS
HEBO3MOXHbIM 6e3 UCNONb30BaHMA OONONTHUTENbHOM MHAOPMaLM ONpeaennTb NPUHAANEXHOCTb
nepcoHarbHbIX AaHHbIX KOHKPETHOMY CyOBEKTY NEPCOHanbHbIX AaHHbIX.

O6paboTka nepcoHarnbHbIX AaHHbIX — boe AencTBMe (onepawums) UM COBOKYMHOCTL AeCTBUIA
(onepauwit), coBepLUaeMbIX C UCMONb30BaHMEM CPeACTB aBToMaTn3aumm unm 6e3 ncnonb3oBaHms
Takux cpeacTB C NepcoHarnbHbIMKU AaHHbIMK, BKIOYas cbop, 3annck, cucteMaTnsaumio,
HaKoMnfeHne, XpaHeHne, yTouHeHne (OOHOBNEHNE, UBMEHEHME), 3BMIEYEHME, UCNONB30BaHME,
nepegady (pacnpocTtpaHeHue, NpeaocTaBrnenne, 4oCTyn), 06e3nmymBaHmne, 6roknpoBaHue,
yaaneHue, YHUYTOXEeHMe NepcoHarnbHbIX AaHHbIX.

OOwenocTynHble NepcoHanbHble AaHHble — NepcoHarbHble AaHHbIe, JOCTYN HEOrPaHUYEHHOro
Kpyra nvu K KOTOpbIM NpeaoCTaBreH C cornacus cyobekTa NnepcoHarbHbIX AaHHbIX UM Ha KOTOpble
B COOTBETCTBUM C heaepanbHbIMM 3aKkOHAMK HE pacnpocTpaHsaeTcst TpeboBaHne cobnoaeHus
KOH(UOEHUMANbHOCTM!.

Onepatop (nepcoHanbHbIX AaHHbIX) — rOCYAapCTBEHHbLIV OpraH, MyHULMNanbHbIA OpraH,
topyanyeckoe unm usmyeckoe Nmuo, CamoCTOATENBHO UM COBMECTHO C APYrMMU nulamMmm



opraHusyroLme 1 (Mnn) ocyllecTensLwme ob6paboTKy NepcoHanbHbIX OaHHBIX, a TaKkKe
onpegenstwoLwme Lenm o6paboTkn NepcoHanbHbIX JaHHbLIX, COCTaB NEPCOHasbHbIX AaHHbIX,
noanexawmux obpaboTke, AeCTBUA (Onepauunn), CoBepLIaeMble C NEPCOHANbHbIMU AaHHBbIMW.
TexHu4veckune cpeacTsa UHHOPMALMOHHON CUCTEMbI MEPCOHAaNbHbIX OAaHHbIX — CPeaCcTBa
BbIYUCIIUTENBHOM TEXHUKW, NHOPMALMOHHO-BLIYMCIINTENbHBIE KOMMEKCHI U CETU, CPeacTBa U
cucTeMbl Nnepedaydn, npuema n obpabotkm MOAH (cpeacTea U CMCTEMbI 3BYKO3aNnCcK, 3BYKOYCUIEHMS,
3BYKOBOCMNPOU3BEAEHMS, MEPErOBOPHbIE U TEMNEBU3NOHHbIE YCTPONCTBA, CPEACTBA U3rOTOBMNEHUS,
TUPaXMpPOBaHUSA OOKYMEHTOB 1 ApYyrMe TeXHUYeckne cpeacresa oopaboTku peveBon, rpadmnyeckon,
BMAEO- 1 OYKBEHHO-LMGPOBOIM MHOpMaLUK), NporpaMmMHble CPeACTBa (OnepaunoHHbIE CUCTEMBI,
cucTembl ynpaeneHus 6asamu faHHbIX U T.M.), CpeacTBa 3awuTbl MHopMaLuum, NpUMEHsieMble B
NH(OPMALMOHHBIX CUCTEMAX.

MepexBat (MHOPMALUN) — HEMPaABOMEPHOE MosyyYeHre NHPOPMaLMIA C UCMONb30BaHNEM
TEXHUYECKOro cpeacTBa, OCyLLeCcTBNSLLEro obHapyxeHue, npuemM 1 o6paboTky MHPOPMaTUBHBIX
CUrHarmnos.

lMepcoHanbHble AaHHble — robasa nHopPMaLMs, OTHOCALLASACS K MPSMO UM KOCBEHHO
onpeaeneHHoMy Unu onpeaensemMomy uanyeckomy nuuy (CyobekTy NnepcoHarnbHbIX 4aHHbIX);
[MoGoYHbIE 3NEKTPOMArHUTHbIE U3ITYyYEHUSI U HABOAKU — SMEKTPOMArHUTHBLIE U3MYYEeHNUsT TEXHUYECKNX
cpencTte 06paboTKM 3almaemMon MHdopMaLmm, BO3HUKaOLWME Kak NOO0YHOe SABreHnE 1
BbI3BaHHbIE 3NEKTPUYECKUMWN CUTHANaMu1, 4ENCTBYIOLLUMMU B UX SMEKTPUYECKMX U MArHUTHBIX LENsiX,
a TaKke 3NeKTpoOMarHUTHblE HABOOKM STUX CUTHANOB Ha TOKOMPOBOASALLME NUHUN, KOHCTPYKLIMUN U
Lenu nuTaHus.

MonuTuKa «4YNCTOro CcTonay — KOMMIEKC OpraHn3aLNoHHbLIX MEPOMPUATUNA, KOHTPOIUPYHOLLIMX
OTCYTCTBME 3anuUCbIBaHUs Ha ByMaxkHbIe HOCUTENN KoYen 1 aTpnbyToB JocTyna (naponen) u
XpaHeHUs nx B6nn3n o6bLEKTOB AOCTYyNa.

Monb3oBaTenb MHPOPMALMOHHONM CUCTEMbI MEPCOHANbHbIX AAHHBLIX — NTMLO, Y4acTBYHOLLEE B
(PYHKLMOHMPOBAHMN MHPOPMALIMOHHOW CUCTEMBI MEPCOHANbBHbIX AaHHbLIX U UCNOMb3ytoLlee
pe3ynbTaThl ee PYHKLNOHNPOBAHMSI.

MpaBuna pasrpaHMyeHns 40CTymna — COBOKYMHOCTb NpaBuIl, PernameHTMpYoLWMX NpaBa AocTyna
CcyObEeKTOB [OCTyNa kK 06bekTam gocTyna.

MporpammHas 3aknagka — Koz nporpamMmel, NpeLHamMepeHHO BHECEHHbIV B MPOrpaMmy ¢ LLerbio
OCYLLIECTBUTb YTEYKY, U3MEHUTb, ONIOKMPOBaTb, YHUUTOXNUTE MHCPOPMALIMIO UITN YHUYTOXNUTL U
MoauduumMpoBaTh NporpammMmHoe obecnevyeHne NHPOPMaLNOHHOM CUCTEMbI NEPCOHArbHbIX AaHHbIX
1 (unun) 6nokupoBaTk annapaTHble cpeacTaa.

lMporpammHoe (NporpamMmMHO-MaTeMaTU4eCckoe) BO3AENCTBUE — HECAHKLIVIOHNPOBAHHOE
BO3ENCTBME Ha peCypCbl aBTOMATU3MPOBAHHOW MHPOPMALIMOHHOM CUCTEMBI, OCYLLECTBISIEMOE C
MCMNOMb30BaHNEM BPEOOHOCHbIX MPOrpamMm.

PackpbiTie nepcoHarnbHbIX AaHHbIX — YMbILLIIEHHOE UM CIyYanHoe HapyLUeHne
KOH(UOEHUMANbHOCTU NepCoHarnbHbIX AaHHbIX.

PacnpoctpaHeHre nepcoHanbHbIX AaHHbIX — AEACTBUS, HanpaBlieHHbIE Ha packpbiTue
nepcoHarnbHbIX AaHHbIX HEONPEAENEHHOMY Kpyry NuL.

Pecypc MHpOpMaLMOHHOM CUCTEMBI — UMEHOBAHHbIN 3NIEMEHT CUCTEMHOrO, NPUKIIagHOro U
annapaTHoro obecneyeHnst yHKLUMOHNPOBAHNUST MHPOPMAaLIMOHHOM CUCTEMBI.

CneumanbHble KaTeropmMm NepcoHarnbHbIX AAHHbIX — NEPCOHarbHbIE JaHHbIE, KACaLLMECs PACOBOM,
HaLMOHaINbHOW NPUHAOSIEXXHOCTU, NONIMTUYECKUX B3rNSA0B, PENTUTMO3HBIX MM UNOCOCKMX
ybexxaeHui, COCTOSAHUS 300POBbst U UHTUMHOWM XXN3HM CyObekTa NepcoHanbHbIX AaHHbIX.

CpepncTBa BbIYMCIIUTENBHON TEXHUKM — COBOKYMHOCTL MPOrpaMMHbIX Y TEXHUHYECKNX 3NTEMEHTOB
cucteM 06paboTKM AaHHbIX, CMOCOOHbBIX (PYHKLMOHMPOBATL CAMOCTOSITENIBHO UMK B COCTaBe ApYyrnx
CUCTEM.

CybbekT goctyna (Cy6bekT) — nuLo nnv npoLecc, 4eNCTBUS KOTOPOro perfnaMeHTUpyoTcs
npaBunamun pasrpaHuyeHns gocTyna.

TexHn4eckunin kaHan yTeukn MHopMaLmMm — COBOKYNHOCTbL HOCUTENS MHopMaLmn (cpeacTea
06paboTkK), PuUsnyHecKkor cpeabl pacnpocTpaHeH s HPOPMATUBHOIO CUrHana u CpeacTs,
KOTOpbIMK A00bIBaETCA 3almiiaeMas uHpopmawms.

TpaHcrpaHuyHas nepegada nepcoHanbHbIX AAHHbIX — Nepefavda nepcoHarnbHbIX AaHHbIX
onepartopom Yepes focyaapcTBeHHyto rpaHunuy Poccunckon degepauun opraHy Bnactm
WMHOCTPaHHOro rocyaapcTtaa, U3n4eckomy U lopuanyeckoMy nuuy MHOCTPaHHOMO rocyaapcTBa.
Yrposbl 6e30nacHOCTU NePCOHAarnbHbIX AaHHbIX — COBOKYMHOCTbL YCIOBUIA 1 (hakTOPOB, CO3Aa0LLIMX
OMNaCcHOCTb HECAHKLIMOHNPOBAHHOMO, B TOM YMCIle Crly4alnHoro, OCTyna K NnepcoHasnbHbIM AaHHbIM,
pe3ynbTaToOM KOTOPOro MOXET CTaTb YHUYTOXEHWE, U3MEHEHNE, BIOKMPOBaHNe, KONMPOBaHME,



pacnpocTpaHeH/e NepcoHarnbHbIX AaHHbIX, @ TakKe MHbIX HECAHKLNOHMPOBAHHbLIX AENCTBUIN NPU UX
06paboTke B MHPOPMALIMOHHOW CUCTEME MEPCOHANbHbIX AaHHbIX.

YHUYTOXEHNE NepCoHarnbHbIX AaHHbIX — ECTBUSA, B pe3ynbTaTe KOTOPbIX CTAHOBUTCA
HEBO3MOXHbIM BOCCTAHOBUTb COAEPXKaHNE NepCOHarnbHbIX AaHHbIX B MHPOPMAaLMOHHONW cucTemMe
nepcoHarnbHbIX AaHHbIX U (UNK) B pe3ynbTaTe KOTOPbIX YHUUTOXAKTCA MaTepuarnbHble HOCUTENN
nepcoHarnbHbIX JaHHbIX.

YTeuka (3awmiiaemoin) MHpopmMaLMm no TEXHUYECKUM KaHarnam — HEKOHTPOnpyemMoe
pacnpocTpaHeHe MHopMaLmMm OT HOCUTENS 3aluLLiaeMon MHpopmMauumn Yepes PUsnyYeckyo
cpeay A0 TEXHUYECKOro CpeacTBa, OCYyLLEeCTBNSOLEro nepexsaT nHdopmaumu.

YA3BMMOCTb — cnabocTb B CpeACcTBax 3allnThl, KOTOPYH MOXHO UCMNONb30BaTh AN HapyLUeHus
CUCTeMbl UIK coepXaLlenca B Her MHGopMaL K.

LienocTHOCTb MHpopMaUmMKn — crocobHOCTL CPeACTBa BbIMUCIIUTENBHON TEXHWUKIN UMK
aBTOMaTM3UPOBaHHOM cUCTeMbl obecneynBaTb HEM3MEHHOCTb MHGOPMALIUK B YCIOBUSIX
Cny4anHoro u/unu npeaHamMepeHHOro NCKaxXeHns (paspyLueHuns).

O06o03Ha4YeHNs1 1 CoKpaLleHUs

ABC — aHTMBUpYCHbIE cpeacTsa

APM — aBTOMaTM3npoBaHHoe paboyee MecTo

BTCC — BcnomoraTesibHble TEXHUYECKe CpeacTBa U CUCTEMDI
WCIMOH — nHdopmaLMOHHasa cuctema nepcoHanbHbIX AaHHbIX
K3 — koHTponupyemas 30Ha

JIBC — nokanbHas BblMUCNNTENbHAs CETb

M3 — mexceTeBon aKpaH

HC[ — HecaHKUMOHMPOBaHHbIM 4OCTYN

OC - onepauuoHHas cuctema

MOH — nepcoHanbHble JaHHble

MMB — nporpaMMHo-mMaTemMaTnyeckoe Bo3gencTaune

MO — nporpammHoe obecneyeHne

M3MWH — noboYHble 3NEKTPOMArHUTHbIE U3ITYYEHUS U HABOOKM
CA3 — cuctema aHanmsa 3aluLLeHHOCTHU

C3W — cpencrtea 3awuThl MHOpMaLMm

C3INOH — cuctema (nogcmuctema) 3amTbl NEPCOHArbHbBIX AaHHbIX
COB - cuctema obHapyXeHWsi BTOPXKEHWI

TKY U — TexHn4yeckme kaHanbl yTeukm nHgopmaumm

YBIMNAH — yrpo3bl 6e30nacHOCTM NEPCOHANbHbIX JAHHbIX

Besenenne



Hactosdwas MNonuTtuka nidopmaumoHHon 6esonacHoctn (ganee — Nonutuka) 8 BO 'Y PO
«OHkopmMcnaHcep» ABNAeTCA ouumanbHbIM JOKYMEHTOM.

Monutnka paspaboTaHa B COOTBETCTBMM C LiENAMU, 3agadammn U npuHUmnamm obecneveHms
Ge3onacHOCTM NepcoHarbHbIX AaHHbIX U3MOXEHHbIX B [MonoxeHnn nHopmaLlnoHHoM
6esonacHoctn NCIOH BO NBY PO «OHkogucnaHcepy.

Monutnka paspaboTtaHa B COOTBETCTBMMU C TpeboBaHuaMu PeaepanbHoro 3akoHa ot 27 utons 2006
r. Ne 152-®3 «O nepcoHanbHbIX AaHHbIX», HA OCHOBaHWMU:

Mpukaza PCTIOK Poccun ot 18 cheBpans 2013 roga Ne 21 «O6 yTBepxxaeHnn Coctasa 1
cofepkaHnsl OpraHn3aLMoHHbIX U TEXHUYECKUX Mep Nno obecrneyeHnto 6e30nacHOCTU NepcoHarbHbIX
AaHHbIX Npy nx obpaboTke B MHOPMALIMOHHBLIX CUCTEMAaX NEPCOHArbHBLIX OAaHHbIXY,

«TunosbIx TpeboBaHWI NO opraHn3auumn n obecrneveHno PyHKLMOHMPOBaHMS LLUNGPOBaNbHbIX
(kpynTOrpacunyecknx) CpeacTs, NpeaHasHavYeHHbIX 4N4 3almTel HGOOPMaLUn, He coaepxallen
CBeLEeHNIN, COCTaBSALLMX rOCYAapCTBEHHYIO TalHy B Clyvae U3 UCMNorfb30BaHUS Ans obecneyeHums
6e30nacHOCTM NepcoHarbHbIX JaHHbLIX NpY nx 06paboTke B MHPOPMALMOHHBIX CUCTEMAX
nepcoHarbHbIX JaHHbIXY», yTBEPXAEHHbIX pykoBoacTBom 8 LieHTpa ®CB Poccum 21.02.2008 r. Ne
149/6/6-662.

B lNMonuTtuke onpeaeneHsl TpeboBaHus k nepcoHany NCIOH, cTeneHb OTBETCTBEHHOCTM NepcoHana,
CTPYKTypa 1 HEOOXOAMMbIN YPOBEHb 3aLLMLLEHHOCTM, CTATyC U JOMKHOCTHbIE 06513aHHOCTY
COTPYAHMKOB, OTBETCTBEHHbIX 3a 0becneveHne 6e30nacHOCTM NepcoHarnbHbIX AaHHbIX B ICTOH BO
'BY PO «OHkogucnaHcep».

1.06wWme nonoxxeHus

Llenbto HacTosiwen MNonutukn, sensietcs obecneyveHne 6€3onacHOCTM 06bEKTOB 3alumTbl BO BY
PO «OHkogmcnaHcep» OT BCeX BUAOB YrpPo3, BHELLUHUX U BHYTPEHHUX, YMbILLMEHHBLIX U
HenpeaHamepeHHbIX, MUHUMK3aLUMs yllepba oT BO3MOXHOW peanusaumm yrpos 6esonacHocTu MNOH
(YBIOR).

BesonacHocTb nepcoHarnbHbIX AaHHbIX 4OCTUraeTcs NyTeM UCKIYEHNUS HECaHKLMOHUPOBAHHOTO, B
TOM YKChe CrnyYaiHoro, IOCTyna K NepcoHanbHbIM AaHHbIM, pe3ynbTaToM KOTOPOro MOXET CTaTb
YHUYTOXEHUE, N3MeHeHWe, GroknupoBaHme, KonmpoeBaHue, pacnpocTpaHeHe NepcoHarnbHbIX
[aHHbIX, @ TAKKe MHbIX HECAHKLIMOHUPOBAHHbIX AEWCTBUN.

NHdbopmMaums 1 cBa3aHHbIE C Hell pecypcbl AOMKHbI ObiTb JOCTYMHbI AN1S aBTOPU30BaHHbIX
nonb3oBaTtenen. [JomkHO OCyLECTBNATLCS CBOEBPEMEHHOE OOHapYKeHWe 1 pearnpoBaHe Ha
YBIOH.

[0KHO OCYLLIECTBNATLCA NpeAoTBpaLLeHNe NpeaHaMepPEHHbIX UMK CryYalHbIX, YaCTUYHBIX UK
NOJIHBIX HECAHKLMOHMPOBAHHbLIX MOAUMUKALIMA UMM YHUYTOXKEHNS AAHHBIX.

CocTaB 06bEKTOB 3alLMThI NpeAcTaBreH B «[lepeyHe NepcoHanbHbIX AaHHbIX, MoanexXalmnx
3awmrer.

Coctas VCINOH nognexawux 3awuTe, npeacrtaeneH B «[epedre VCTIOHY.

2.06nacTtb oencTaus

TpeboBaHusa HacTosiLwen [NoNnTMKM pacnpocTpaHSTCa Ha Bcex coTpyaHuko B MBY PO
«OHkogmcnaHcep» (LUTaTHbIX, BPEMEHHbIX, paboTatoLLMX NO KOHTPAKTY U T.M.), @ TaKKe BCEX NMPOYNX
nuy, (MOAPSIAYMKN, ayauTopbl U T.0.).

3.CucTtema 3almTbl NepcoHanbHbIX AaHHbIX
Cuctema 3awmTbl nepcoHanbHbix gaHHbix (C3MMOH), cTpontCca Ha OCHOBaHWMK:



WNTorosoro otyeta 06 obcneposaHuu NCIOH;

OTtyeTa 0 pesynbTaTtax NpoBeAEHNS BHYTPEHHEW NpoBepkn 3awmTbl MOH Ha GyMakHbIX HOCUTENSX.
lMepeyHsa nepcoHanbHbIX AaHHbLIX, MOANEXaLnX 3alnTe;

AkTa knaccudmkaumm MHPOPMaLNOHHOW CUCTEMBbI MEPCOHArNbHbIX AaHHbIX;

Mogenu yrpo3 6e30nacHOCTV NepPCoHarnbHbIX AaHHbIX;

MaTtpuubl gocTyna nonb3oBaTenen K 3almaemMbiM nHopMaunoHHbiM pecypcam VCT1OH;
PykoBogsawwmx gokymeHtoB PCTIK n dCB Poccun.

Ha ocHoOBaHMM 3TUX LOKYMEHTOB onpeaenseTcs HeobxoaumbIi ypoBeHb 3alumileHHocTr MOH
kaxxgon NCIMOH BO NBY PO «OHkogmncnaHcepy.

Ha ocHoBaHuM aHanm3a akTyanbHbIX yrpo3 6esonacHocTtu MNMOH onncaHHoro B Mogenwu yrpos,
AenaeTcs 3aknoyeHre o HeobXOAMMOCTM UCNOSNb30BaHUSA TEXHUYECKUX CPEACTB U
OpraHM3aunoHHbLIX MepPONpUATUA Ansa obecneveHuns 6esonacHoctu MOH. BbibpaHHble Heobxoamble
MeponpuaTUs oTpaxatoTcs B «[1naHe meponpuaTuii no obecneyeHunto 3awwmtsl MNOHY.

Ona NCIMOH gomkeH ObiTb COCTABIEH CMMCOK UCMOSb3YEMbIX TEXHUYECKNX CPEACTB 3aLUnThI (danee
— CnimMcok), a Tak e nporpaMmmMHoro obecneveHns yqactaytolero B oopabotke MNAH, Ha Bcex
anemeHTax NCI1OH:

APM nonb3osarernen;
CepBepa npunoxeHun,
CYB[;

Mpanuua JIBC;

KaHanoB nepegayn B ceTv 00LEro nonb3oBaHMs 1 (UNN) MEXAYHAapO4HOro OOMeHa, ecnu no HUM
nepegatotca MNOH.

B 3aBncumocTn ot ypoBHs 3awwmieHHocTn NCTIOH n aktyanbHbix yrpo3, C3IMOH MoxeT BKAoYaTb
crnepyloLe TeXHU4ecKkne cpeacTsa:

aHTVBMPYCHbIE CPEACTBaA A1si paboymx CTaHUMI Nnonb3oBaTenel U CeEpBEPOB;
CPeACTBa MEXCETEBOIO 3KPAHUPOBAHWS;

cpencTBa Kpuntorpaduyeckoi sallmTel MHOpMaLUun, Npy nepeaaye sallumiiaeMon nHgpopmaumm
Mo KaHanam CBsi3u.

Tak >xe B CMMCOK JOSMKHbI ObITb BKITHOYEHbI (OYHKLUMN 3aLnThl, 0b6ecneynBaemble LWTaTHbIMA
cpenctsamum obpabotku MNMOAH onepaumoHHbiMm cuctemamum (OC), npuknagHeiM MO 1 cneumanbHbIMU
KOMMeKkcamu, peanusyowmnmMm cpeactaa 3awmtbl. CnMcok OYHKUNA 3aLUThl MOXET BKIHOYATh:

ynpasreHve 1 pasrpaHuyeHne 4ocTyna nofib3oBaTenei;

perncTpaumio 1 y4eT eNCTBMI ¢ nHdopMaumen;



obecneunBaTh LENOCTHOCTb AaHHbIX;
NPoM3BOANTL OBHAPYKEHNI BTOPXKEHWIA.

Cnncok ncnonb3yemMbiX TEXHUYECKUX CPeACTB oTpaxaeTcs B «[1naHe meponpuaTuim no
obecneyeHunio 3almTbl NepcoHanbHbIX AaHHbIX». CMCOK NCNONb3yeMbIX CPEACTB A0JHKEH
NoAdEPXKMBATLCSA B aKTyarlbHOM COCTOAHMM. [py M3MEHEHMM COCTaBa TEXHUYECKUX CPeaCTB
3awmTbl unm anemeHToB VICTOH, COOTBETCTBYHOLLME U3MEHEHUS OOSMKHBI ObITb BHECEHBLI B CNMCOK
N yTBEPXAEHbI rNaBHbiM Bpadyom BO NBY PO «OHkoaucnaHcepy.

4. TpeboBaHus k nogcuctemam C3IOH
C3INOH BkntovaeT B cebs cnegytowime nogcucTeMbI:

yrnpasrieHns JOCTYMNOM, perncTpauumn n y4eTa;
obecneyvyeHuns LLenoCTHOCTU N AOCTYMNHOCTMY;
aHTUBMPYCHOWN 3aLLUMThI;

MeXCeTeBOro aKpaHUPOBaHNS;

aHanusa 3aluLLeHHOCTH;

0BHapy>XeHNs1 BTOPXEHUN;
KpunTorpagouyeckon 3aLLmnThl.

Moacuctembl C3MOH MMetoT pasnuyHbIin yHKUMOHaN B 3aBucMmocTu oT knacca NCIOH,
onpepneneHHoro B «AKTe knaccmdpukaumm MHOOpPMaLMOHHOM CUCTEMbI NEPCOHANbHbBIX JAHHbIXY.
Cnmncok cooTBeTCcTBMSA dbyHKUMIN nogcmctem C3MOH knaccy 3almiLeHHOCTM NpeacTaBreH B
MpunoxeHun.

[Noacmctembl ynpaBneHus A0CTYNOM, PerucTpaumm n yyeta
MoacucTtema ynpaBneHnst QOCTYNOM, permctTpaumm 1 yyeTta npegHasHaveHa gnsi peanmsaumm
cnenyLwmx PyHKLNIA:

naeHTUdMKaunM 1 nposepka NoarMHHOCTM cyGbekToB aocTtyna npu Bxoge B CIMH;

VID,GHTI/I(*)VIKaLI,VIVI TepMMHanos, y3roB CETU, KaHarioB CBA3U, BHELLHUX yCTpOIZCTB No Norn4yecknm
MMEHaM;

MAEHTUdUKaL MM nporpamm, TOMOB, KaTanoros, (pansnos, 3anucen, Nonen sannucen No UMeHaw;

pernctpaumm Bxoga (Bbixofa) CyobekToB AOCTYrNa B CUCTEMY (M3 CUCTEMBI), NIMOO perucTpauns
3arpysku U MHULManm3auum onepaLmoHHON CUCTEMbI U ee OCTaHOBa.

perncTpaLmm nonbITOK 4OCTyMNa NporpaMMHbIX CPeAcTB (MporpaMm, NpPoLeccoB, 3afad, 3agaHun) K
3awmaemMbiM hannaw;

perncTpaLmm nonbITOK 4OCTyMNa NPOrpaMMHbIX CPEACTB K TepMUHANaMm, KaHanam CBs3MW,
nporpaMmmam, ToMam, katanoram, dannam, 3anmcam, NonsiM 3anncen.

Mogcuctema ynpaeneHus 4OCTYNOM MOXeT ObITb peannsoBaHa C NOMOLLBH LUTATHbIX CPeacTB
06paboTku MOH (onepaunoHHbIX cuctem, NnpunoxeHnn n CYB[). Tak e MOXeT ObITb BHEAPEHO
crneumanbHoe TEXHNYECKOE CPEACTBO UMM UX KOMMIEKC OCYLLECTBNANLIME OOMONHUTENBHBIE MEpPbI



no ayTeHTUMKaLMM U KOHTPOMo. Hanpumep, NnpMMeHeHe eanHbIX XPaHUMNLL, Y4ETHbIX 3anucen
nonb3oBaTenen u permcTpaunuoHHon nHdpopmauumn, ncnonb3oBaHMe BUOMETPUYECKUX U
TEXHUYECKMX (C MOMOLLIbIO 3MIEKTPOHHbBIX NPOMYCKOB) Mep ayTeHTUdUKaUnmn n gpyrmx.

MNoacuctema obecneyeHns LenoCTHOCTU W JOCTYMHOCTH

Moacucrtema obecneveHns LEenoCTHOCTU 1 AOCTYMHOCTM NpefHasHadeHa ansa obecneveHus
LLeNIoCTHOCTM 1 gocTynHocTuh MNOH, nporpamMHbIX 1 annapaTtHbix cpeacts VICMOH BO MBY PO
«OHKogucnaHcep», a Tak e CPeAcTB 3aLunTbl, MPU CRyYanHoOW NN HamepeHHoON moauduKauun.

MoacucTtema peanuayeTcs ¢ NOMOLLbIO OpraHM3aLmmM pe3epBHOro KonupoBaHusi obpabaTbiBaeMbIx
OaHHbIX, a TaK e pe3epBMpoBaHMEM Kro4veBbIX arnemeHToB NCT1OH.

[MoacmncTemMa aHTUMBMPYCHOW 3aLUmUThI

lMogcucTema aHTMBMPYCHOW 3alLnTbl NpegHasHadveHa ang obecneyeHns aHTMBMPYCHOW 3aluThbl
cepsepoB n APM nonb3osatenen VCIMOH BO 'Y PO «OxkogucnaHcep» Cpeactsa aHTUBUPYCHOM
3almMTbl NpegHasHadYeHbl Ans peanv3aummn crnegyowmx yHKUnn:

pPe3NaEHTHbIN aHTUBUPYCHbBIV MOHUTOPWHT,;
aHTUBMPYCHOE CKaHMPOBaHUE;
CKpUNT-6I0KNpPOBaHMeE;

LieHTpanM3oBaHHyo/yaaneHHy yCTaHOBKY/AEMHCTaNMNAaumMo aHTUBUPYCHOTO NpoayKTa, HaCTPOMKY,
aAMVHUCTPUPOBaHME, MPOCMOTP OTYETOB U CTATUCTUYECKON MHbopMaLmm nNo paboTe NpoayKTa;

aBTOMaTn3NpoBaHHOE obHoBneHne AHTUBUPYCHbIX 0as;

orpaHu4eHve npas Nonb3oBaTerns Ha OCTaHOBKY UCMONHAEMbIX 3a4ay U U3MEHEHUSI HACTPOEK
aHTMBUPYCHOTO NPOrpaMMHOro obecneveHus;

aBTOMAaTMYECKMIA 3anyck cpasy nocre 3arpysku onepauyvoHHON CUCTEMbI.

Moacuctema peanusyeTcs NyTemM BHEOPEHUSA cneunanbHOro aHTMBUPYCHOro NporpamMmmMHOro
obecneyeHus Ha Bce anemeHTbl ICTH.

MNoocmucrtema MeXceTeBoro 3KpaHMpoOBaHUS
MNogcucrtema mexceTeBoro 3KpaHunpoBaHUA NpeaHa3Ha4YeHa and peanunsaumn cnegyrowmx

PYHKLMIA:

unbTPaLUKM OTKPLITOrO 1 3alimMdpPOBaHHOrO (3akpbiToro) IP-Tpadmka no cneayoLwmmM napameTpam;

domKkcaumm Bo BHYTPEHHUX XXypHanax nHpopmaumnm o Npoxogsem OTKPbITOM U 3akpbiToM |P-
Tpaduke;

I/I,El,eHTI/I(bI/IKaLI,I/II/I n ayTeHTI/ICbI/IKaLI,I/HO aJMUHUCTPATOpa MeXCEeTEeBOIro 3KpaHa rnpu ero JfiokaribHbIX
3anpocax Ha gOCTyn;

perucTpaummn Bxoda (Bblxofa) agMUHUCTPAToOpa MEXCETEBOro 9KpaHa B cUCTeMy (M3 cucTeMbl) MMGo
3arpysku 1 MHALManusauum cUcTeMbl U e NPorpaMMHOro OCTaHOBa;

KOHTPON4 LLeNOCTHOCTM CBOEW NPOrpamMMHON U MHCPOPMALMOHHON YacTu;

unbTpaLUmn NaKeToB CIYXeOHbIX MPOTOKOMOB, CAYXKALLUMX AN ANAarHOCTUKM 1 yNpaBrieHns
paboTon CeTEBbLIX YCTPOWCTB;



(bI/IJ'IpraLI.I/II/I C y4eTOM BXOAHOIo 1 BbIXOOHOIO CeTeBoro MHTepcbeVlca KaK cpencTtBo NpoBEPKU
NoANMMHHOCTU CeTeBbIX apPeCOB,

perucTpaummn 1 yyeTa 3anpalunBaemMblX CEPBUCOB NPUKNAOQHOIO YPOBHS;

GnokMpoBaHWsA A0CTyNna HenaeHTUPULMPOBAHHOIO 06bekTa unu cybbekTa, NOANMHHOCTb KOTOPOro
npu ayTeHTUdMKaLUUM He noaTBeEpAUNacb, MeEToAaMM, YCTONUYMBLIMU K NepexsaTy;

KOHTPONS 3a CETEBOW aKTUBHOCTbLIO MPUIIOXKEHWI U OBHAPYKEHUSI CETEBbIX aTak.

lMoacucTtema peanuayeTcs BHEAPEHNEM NPOrpaMMHO-annapaTHbIX KOMMIEKCOB MEXCETEBOMO
3KpaHupoBaHus Ha rpaHuue JIBC, knaccom He Huke 4.

MMoacmnctema aHanusa 3almLLeHHOCTH

MoacncTema aHanusa 3almLLEeHHOCTH, OMKHA 0becneynBaTh BbISIBNIEHUS YSA3BMMOCTEN,
CBSA3aHHbIX C owwmbkamm B kKoHGurypaumm MO NCIOH, KoTopble MOryT OblTb MCNOMB30BaHbI
HapyLmMTenem sl peanusaumm atakm Ha cUcTemy.

®yYHKLMOHAM NoACUCTEMbI MOXET BblTb peann3oBaH NporpaMMHbLIMU 1 MPOrpamMMHO-annapaTHbIMK
cpeacTeamu.

MNoacuctema obHapyXeHUsl BTOPXKEHWUN

Moacucrtema obHapy>xeHUs BTOPXKEHWI, AOMMKHa obecneyvmBaTh BbISIBNIEHNE CETEBbLIX aTak Ha
anemeHTbl VICIMOH noakntoYeHHble K CeTAM 00LLEero nofb3oBaHus 1 (Mnn) mexxayHapogHoro
obmeHa.

®yHKLUMOHAmN NoACMCTEMbI MOXET OblTb peann3oBaH NPorpaMMHbLIMU 1 MPOrpaMMHO-annapaTHLIMK
cpeacTtBamu.

Moacucrtema kpunTorpadmyeckon 3awnTbl

Moacuctema kpunTorpadmyeckon 3awnTbl NnpegHasHadeHa anga ncknovexdmns HC k 3awuaemon
nHdpopmaumu B UCMNAOH B NBY PO «OHkoaucnaHcepy, Npu ee nepefaye no kaHanam CBs3n ceTen
o6LLero NonNb3oBaHWsa 1 (MNK) MexayHapogHoro obmeHa.

Mopcuctema peanusyeTcs BHEAPEHWEM KpUNTorpadnyeckmx nporpaMMHo-annapaTHbIX
KOMMIEeKCOB.

5.MNMonb3osatenu NCIOH

B MNMonoxeHnn nHgopmaLMoHHom 6e30nacHOCTW onpeaeneHbl OCHOBHbIE KaTeropum
nonb3oBaTenen. Ha oCHoBaHWM 3TUX KAaTeropumn JomKHa OblTb NpoM3BeAeHa TUNM3aLms
nonb3osatenen VCIMQH, onpegeneH nx ypoBeHb OCTyNa Y BO3MOXHOCTH.

B VCIMAH B® N'BY PO «OHKkoancnaHcep» MOXHO BblOENUTb CrieayoLme rpynnbl Nofib3oBaTenen,
yyacTByLLMX B 06paboTke n xpaHeHun MNOH:

Aomunuctpatopa UCTOH;
AomuHucTpaTopa 6e3onacHOCTY;

OnepaTtopa APM,;

[aHHble o rpynnax nonb3oBaTensix, ypoBHE MX AOCTyNa U MHPOPMUPOBAHHOCTY AOMKEH ObiTh
oTpaxeH B MaTpuue OocTyna nonib3oBaTenei K 3almiaeMbiM MHOOPMaLMOHHBIM PecypCcoB.

AgmuHuctpartop NCIOH



Agmunuctpartop NCIOH, cotpyaHmk B I'BY PO «OHkogmcnaHcep», OTBETCTBEHHbIV 3@ HACTPOMKY,
BHeapeHue n conpooxaeHne NCIOH. ObecneunBaeT yHKUMOHNPOBAHNE NOACUCTEMbI
ynpasnenus goctynom VICTOH 1 ynonHOMOYEH OCYLLECTBNATbL NpeJoCTaBieHne U pasrpaHuyeHne
[OCTyna KoHeYyHoro none3oBatens (Onepatopa APM) k anemeHTamM XpaHsLLMM NepcoHarnbHbIe
AaHHble.

Aomunnctpatop VCIOH obnagaeTt cneayowmmMm YpoBHEM 40CTyNa U 3HAHWIA:

obnagaeT nonHom nHdopmMmaumen 0 CUCTEMHOM Y MPUKIaAHOM NPOorpaMMHOM obecrneyeHnn
nNCrim;

obnagaeT nonHon nHdopmaumnern o TEXHNYECKNX cpeacTteax u koHdurypauum NCMOH;
nMeeT OO0CTYN KO BCEM TEXHMYECKMM cpeacTBam o6paboTku nHdopmaumm n gaHHsim VCIOH;

obnagaeT npaBaMu KOHOUIYPUPOBAHUS U aAMUHUCTPATUBHOW HACTPOMKN TEXHUYECKMX CPEACTB
ncngn.

AgmuHnctpatop 6e3onacHocTu

AamuHnctpatop 6esonacHocTn, cotpyaHuk BO NBY PO «OHkogucnaHcep», OTBETCTBEHHbIN
3a hyHkumoHnpoBaHme C3IOH, BKoYasa 06Cny>KMBaHNe 1 HAaCTPOWKY aAMUHUCTPATUBHOWN,
CepBepPHON U KIMEHTCKOM KOMMOHEHT.

AomuHncTpaTop 6e3onacHOCT1 0bnagaeT crieQyoLwWwmnmM YpoBHEM AOCTYNA U 3HAHWUNA;
obnapaet npaBamu AgmuHuctpaTopa VCIOH;
obnapgaet nonHon nHdopmauunen 06 NCIOH;

nMeeT OOCTyN K cpeacTBaMm 3auTbl UHpOPMaLMKU 1 MPOTOKONMPOBAHNSA U K YACTU KIHOYEBbLIX
anemenToB CIOH;

He MMeeT NpaB JOCTyNa K KOHPUTYPUPOBaHMIO TEXHNUYECKUX CPEeaCTB CETU 3a UCKIIOYEHNEM
KOHTPOSbHbIX (MHCNEKLUMNOHHBbIX).

AnMyHMCTpaTop 6e30MacHOCTM YNOTHOMOYEH:

peanunsoBbIBaTb NOAUTUKN 6€30NacHOCTM B YacTu HacTporikn CK3W, mexceTeBbIX SKpaHOB U
CcUCTEM ODOHapyXeHusl aTak, B COOTBETCTBMM C KOTOPbIMU NMorib3oBaTtesb (Onepatop APM) nonyyaet
BO3MOXHOCTb paboTaTb ¢ anemeHTamun VCT1OH;

OCYLLIECTBNATL ayauUT CPECTB 3alLUThI;

Onepatop APM

Onepatop APM, cotpyaHuk B® BY PO «OHkoaucnaHcepy», OCyLLEeCTBALWMIN 06paboTky

MAH. O6paboTtka MOH BKNoYaeT: BO3MOXHOCTbL npocmoTpa MAH, pyyHor Beog MNOH B cuctemy
WCIOH, dopmupoBaHue cnpaBok U OTYETOB Mo MHdopmauun, nonydeHHon ns NCIi4. Onepartop
He MMeEeT NOMIHOMOYUI ANd ynpaBneHns noacuctemamm obpaboTkm gaHHblx n C3MOH.

Onepatop UCIMOH obnagaeT crnegyowuym ypoBHEM AOCTYNa U 3HAHWUN:

obnagaeT Bcemun HeobxoanmbIMK aTpubyTamm (Hanpumep, naponem), obecnevnBarOLLMMn AOCTYN K
HekoTopoMy noamHoxecTsy [NH;



pacnonaraeTt KOH(*)VIL],GHLWIaJ'IbeIMVI OaHHbIMU, K KOTOPbIM MMeeT OO0CTYIM.

6.TpeboBaHus k nepcoHany rno obecneyeHuto 3awwmtsl MNOH

Bce cotpyaHukmn B NBY PO «OHkogucnaHcepy, siensawowmecs nonb3oatenamm NCIOH, AOMKHbI
YEeTKO 3HaTb M CTPOrO BbIMOSHATL YCTAaHOBIEHHbIE NpaBuia U 06513aHHOCTM MO AOCTYMNY K
3awuiaemMbiM 06beKTam 1 cobnogeHno NpUHATOro pexxuma 6esonacHoct MNOH.

Mpn BCTYNNEHUN B AOMKHOCTb HOBOIO COTPYAHMKA HENOCPEACTBEHHbIN HAYanbHUK NoapasaeneHns,
B KOTOpPOE OH NocTynaeT, 06s3aH opraHM3oBaTb €ro 03HaKOMIIEHNE C AOMKHOCTHON UHCTPYKLMEN U
HEeoBX0ANMbIMU LOKYMEHTAMMN, pernameHTUpyrowmnmm TpeboBaHus no 3awute MNOH, a Takke
00y4eHne HaBbIKaM BbIMOJTHEHUST NPOLeaAYp, HEOOXOAUMbIX A4S CAHKLMOHUPOBAHHOMO
ncnons3oBaHus NCIOH.

CoTpyaHVK O0MmKeH OblTb O3HAKOMITEH CO CBEAEHUAMM HacTosiLeln MonnTuKkn, NPUHATBLIX NpoLeayp
paboTbl ¢ anemeHTamu NCIOH n C3MMOH.

CotpyaHukun B I'bY PO «OHkogmcnaHcepy», NCNONMb3YoLLME TEXHUYECKMEe cpeacTBa
ayTeHTUdMKaLmm1, OIMKHbI 06ecnevmBaTb COXPAHHOCTb NAEHTU(UKATOPOB (SMEKTPOHHbLIX KIoYen)
n He gonyckate HC[I Kk HMM, a Tak e BO3MOXHOCTb UX YyTEPU UMW UCTIONb30BaHUS TPETbMMM
nvuamu. MNonb3oBaTenu HeCyT NepcoHanbHy OTBETCTBEHHOCTb 38 COXPAHHOCTb
NOeHTUUKaTOPOB.

CotpyaHuku B® I'BY PO «OHkogmcnaHcep» OOMKHbI CneoBaTth YCTAHOBNEHHbLIM NpoLeasypamM
nogaepxaHusa pexmma 6esonacHoctu MOH npu BeIGOpE 1 UCNONB30BaHUN Naposnen (ecnu He
MCNONb3YITCA TEXHNYECKNE CPeACcTBa ayTeHTUduKaumum).

CotpyaHuku B® 'BY PO «OHkogmcnaHcep» O0MKHbI o6ecnedmBaTh Hagnexatlyo 3awmry
obopyaoBaHus, OCTaBsieMoro 6e3 NpMcMoTpa, 0COBEHHO B TEX Cry4vasx, Koraa B MOMeLLeHme
MMeT AO0CTYN NOCTOPOHHUE Nuua. Bce nonb3oBaTeny AOMKHbI 3HaTb TpeboBaHUs No
6e3onacHocTu MNOH 1 Npoueaypsbl 3aWwmTbl 060pyA0BaHMS!, OCTABMEHHOrO 6e3 NPUCMOTPa, a Takke
CBOM 00A3aHHOCTU MO obecrnevYeHno Takon 3aLuThl.

CoTpyaHukaMm 3anpeLlaeTcs ycTaHaBnmnBaTb NOCTOPOHHEE NporpamMHoe obecrneyeHue,
NoaKnYaTh NIMYHbIE MOBUIIbHBIE YCTPOMCTBA U HOCUTENU UHAPOPMAaLIMK, @ TaK e 3anucbiBaTb Ha
HUX 3aLLMLLAEMYIO0 UHADOPMALIMIO.

CoTpyaHuKam 3anpeLlaeTcs pasriawarh 3aluiiaemMyo tHopMaLmio, KoTopas ctana UM U3BecTHa
npu paboTte ¢ nHdopmaunoHHbIMu cuctemammn BO NBY PO «OHkogucnaHcep», TpPETbUM nuuam.

Mpu pabote ¢ NOH B CIMNOH cotpyaHuku BO MBY PO «OHkogmcnaHcep» 06a3aHbl obecneuntb
OTCYTCTBUE BO3MOXHOCTU npocmoTpa MNOH TpeTbumn nuuamm ¢ moHntopos APM nnn TepMmmnHanos.

Mpu 3aBepieHun pabotsl ¢ UCIOH coTpyaHUKM 06a3aHbl 3awmuTnts APM nnm TepmuHansl ¢
MOMOLLIbIO BGIIOKMPOBKM KIMKOYOM UMM 3KBUBANEHTHOrO CpeacTBa KOHTPOIS, Hanpumep, AOCTYMNOM Mo
naponto, eCrnv He UCMonb3yTcs Bonee cunbHble CpeacTBa 3aluUThI.

CoTtpyaHukun B® I'bY PO «OHkogucnaHcep» AOMKHbI ObiTb NPOnHGOpMUpPOBaHbl 06 yrpo3ax
HapyLeHnsa pexuma 6esonacHocTu MNMOH n oTBETCTBEHHOCTM 3a ero HapyLleHne. OHM JOMKHbI BbITb
O3HaKoOMIIeHbI C YTBEPXKAEHHOW hopMaribHON Npoueaypor HanoXeHust AUCUUNINHAPHBbIX
B3bICKaHWI Ha COTPYOHUKOB, KOTOPbIE HapyLUMW NPUHSTLIE MNONUTUKY U NpoLieaypbl 6e3onacHoCTu
MOH.

CoTpyaHukmn obsa3aHbl 6e3 npomeaneHnst coobiate 060 Bcex Habngaembix UM NOLO3PUTENbHbBIX
cnyyasax pabotbl ICIOH, morywmx noeneyb 3a cobown yrposbl 6e3onacHocty MNOH, a Takke o
BbISIBIEHHbIX UMK COBBITUAX, 3aTparnaroLLmx 6esonacHocTb MOH, pyKOBOACTBY NogpasgeneHus u
nnuy, oTBeYalLLeMy 3a HeMeAIeHHOe pearnpoBaHue Ha yrpo3bl 6esonacHocTy MNOH.



[omxHocTHble 06s13aHHOCTU nonb3osaTenen NCIOH
HormkHoCTHbIE 00s3aHHOCTM Nonb3oBaTenen NCIOH onucaHbl B Creayowmx OKYMeHTax:

UHcTpykumna agmuHuctpatopa NCIOH;

WHcTpyKkumna agmuHuctpaTtopa 6esonacHoct NCIOH;

WHcTpykuua nonb3osatens VCTIOH;

MHCTpyKumnsa nonb3oBaTens npy BO3HUKHOBEHUM BHELLUTATHbIX CUTYaLWN.

OTtBeTcTBEHHOCTL coTpyaHukoB NCIOH BP 'BY PO «OHkogmcnaHcep»

B cooTtBeTCcTBUM CO CT. 24 GepepanbHoro 3akoHa Poccuickon ®egepaumm ot 27 uona 2006 r. Ne
152-®3 «O nepcoHarnbHbIX AaHHbIX» M1La, BAHOBHbIE B HapyLUeHUn TpeboBaHui JaHHOro
depneparnbHOro 3akoHa, HeCYT rPaXaaHCKyHo, YrONOBHY0, adMUHUCTPATUBHYIO, AVCLMNIIMHAPHYIO U
WHYI0 NpeadyCMOTPEHHYI0 3akoHoaaTenscTBoM Poccuickon ®enepauym OTBETCTBEHHOCTb.

HencTBytowee 3akoHogaTenbCcTBo PP no3sonsaeT npeabsaBnaTb TpeboBaHUsi No obecrnedeHmnto
GesonacHon paboTbl ¢ 3alumLLLIaeMon nHdpopmaunen n npegycMmaTpmBaeT OTBETCTBEHHOCTb 3a
HapyLUeHNe YyCTaHOBMNEHHbIX NpaBun akcnnyaTtaumum OBM un cuctem, HenpaBoMepHbIN JOCTYN K
MHopMaLMK, ECNN 3TN OENCTBUSA NPUBENN K YHUUTOXEHNIO, ONOKMPOBaHMIO, MOANMDUKALUN
NMHpopMaLMmn nnmn HapyLueHuto pabotel IBM unu ceten (ctatemn 272,273 n 274 YK PO).

Aamunnctpatop NCIOH n agmuHncTpaTop 6€30nacHOCTN HECYT OTBETCTBEHHOCTL 3@ BCE
OENCTBUSA, COBEPLUEHHbIE OT UMEHM UX YYETHbIX 3anMUCemn UM CUCTEMHbIX YYETHbIX 3annucen, ecnm
He Joka3aH akT HeCaHKLUMOHUPOBAHHOIO UCMOMNb30BaHWS y4eTHbIX 3anncen.

Mpwn HapyweHuax cotpygHukammn B 'Y PO «OHkogucnaHcep» — nonb3oBartenen CIOH npasun,
CBsI3aHHbIX ¢ 6e3onacHocTbio MH, OHN HECYT OTBETCTBEHHOCTb, YCTAHOBEHHYIO AENCTBYHOLUM
3akoHogaTenbcTBoM Poccuiickon ®epepauunu.

lMpuBeOeHHbIe Bbille TpeboBaHWUS HOPMaTUBHBLIX JOKYMEHTOB MO 3alumMTe UHopMaLMm SOSMKHbI
ObITb OTpaxeHbl B [NonoxeHnsx o nogpasgenenunax B 'bY PO «OxkogucnaHcepy,
ocyulectensowmx obpaboTtky MNAH B UCTIOH 1 SOMKHOCTHBIX MHCTPYKUUAX COTpyaHUKkoB BO BY
PO «OHkoagncnaHcep».

Heobxonmmo BHecTu B MonoxeHunsa o nogpasaenerHunsax B MY PO «OHkogucnaHcepy,
ocyulectensowmx obpaboTky MNAH B UCTNOH cBegeHns 06 0TBETCTBEHHOCTU UX PYKOBOAUTENEN U
COTPYOHVKOB 3a pasrnalleHne 1 HeCaHKLMOHUPOBaHHY MOAUMMKALIMIO (UICKaXKeHMe,
danbcucmkaumio) NOH, a Takke 3a HeNpaBoMepHOE BMeLLATENbCTBO B NPOLLECChl UX
aBTOMaTM3npOBaHHOM 06paboTKM.



